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3.1

Accountability

One of our top priorities is to protect your personal data and therefore, we have
adopted this Privacy Policy to inform you how we protect and process your per-
sonal data.

Company / Controller

Company and controller with respect to this Privacy Policy is:

The Mark OpCo ApS

CVR-nr 40536202

Kalvebod Brygge 39 5, DK-1560 Copenhagen V
Denmark

(“The Mark”, “we”, “us”, or “ours”).

E-Mail: manager@themark.dk
Web: www.themark.dk

Our administration of student housing and the processing of personal data in con-
nection hereto is largely carried out via the company Square Meter ApS, CVR No.
38970526. Consequently, this Privacy Policy also applies to Square Meter ApS'
processing of personal data to the extent we are the data controller of such pro-
cessing of personal data. A data processing agreement has been made between
The Mark and Square Meter ApS.

This Privacy Policy is available on our website: www.themark.dk. When relevant
we include links to the Privacy Policy in our communication with tenants and oth-
ers, e.g. in our newsletters.

Introduction

It is important to us that your personal information is kept secure and confiden-
tial. We have procedures for collecting, storing, deleting, updating and disclosing
personal information to prevent unauthorized access to your personal data and to
comply with applicable law.


http://www.themark.dk/
http://www.themark.dk/
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When we ask you to make your personal data available to us, we will inform you
about the types of personal data we process and for what purposes. You will re-
ceive this information when we collect the personal data in question.

This Privacy Policy describes what types of personal data we collect, how we
process the personal data and who you can contact if you have any questions or
comments with respect to our processing of personal data. This Privacy Policy has
been made with reference to the GDPR (General Data Protection Regulation (EU)
2016/679 ("GDPR")) and the Danish Data Protection Act (Act No. 502 of
23/05/2018) ("Data Protection Act").

Categories of personal data and data subjects

We typically collect and process the following categories of Personal Data

o General contact information, including name, address, and email

o Date of birth

o Bank account information (for deposit refund)

o Student programme information

o Information about placement on waiting list

o Exterior CCTV surveillance footage (only at certain student housing — see
section 5.5).

o Images used for marketing purposes including social media.

(hereinafter ”Personal Data™)

We typically collect and process Personal Data about the following data subject
categories:

o Potential tenants (people on a waiting list for student housing)

o Tenants (current)

) Former tenants
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) Contact persons at suppliers, public authorities and other business partners

) Visitors on The Mark website and/or on The Mark’s social media profiles,
including Facebook, LinkedIn and Instagram.

5 Legal basis for processing of Personal Data
5.1 General
51.1 Our legal basis for processing Personal information lies first and foremost in our

relationship with the tenant and in being able to manage the rental agreements. As
a rule, we will have the right to process the necessary Personal Data in accord-
ance with Article 6 (1), points a-c and point f, including article 9 (2), points a and
f and sections 6 and 7 of the Data Protection Act.

5.1.2 The above provisions govern the basis for processing Personal Data if (i) consent
has been provided by the data subject, (ii) the processing is necessary to perform
our services under a lease contract or to take other actions at the request of the
tenant prior to the completion of a lease contract, (iii) the processing is necessary
to comply with a legal obligation, (iv) the processing is necessary to fulfil essen-
tial interests that exceed the interests of the data subject, or (v) the processing is
necessary for a legal claim to be established; claimed or defended.

5.1.3 It is our assessment that the personal data we process in relation to a tenant, a
partner or a supplier or a public authority will largely be provided for in the stated
regulations.

5.1.4 In the following sections, we have described the basis of treatment for our specif-
ic activities.

5.2 Processing of Personal Data in relation to the administration of rental agreements

5.2.1 We process your Personal Data in order to fulfil the lease we have made with you

or to act at your request in connection with the conclusion of the rental agree-
ment. We also process your Personal Data to continuously manage the rental
agreement we have entered. Our legal basis for processing Personal Data is in ac-
cordance with GDPR Article 6 (1), points a-c and point f and section 6 (1) under
the Data Protection Act.

5.3 Processing of Personal Data in relation to managing waiting lists
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5.3.1 If you register on our waiting list(s), you will be asked to provide us with certain
Personal Data. The information is necessary for us to register you as seeking for
student housing, to update your placement on the waiting list on an ongoing basis
and to contact you to offer you student housing.

5.3.2 The information you provide will only be used in connection with our administra-
tion of the waiting list as well as your possible future rental accommodation. We
only disclose this Personal Data to third parties if necessary, for the purposes of
the above service and administration. This includes e.g. the provision of Personal
Data to the housing company that manages the accommodation in order for them
to draw up a contract for the lease.

5.3.3 The legal basis for processing Personal Data in connection with management of
waiting lists is GDPR Article 6 (1), points a-c and point f and section 6 (1) under
the Data Protection Act.

5.4 CCTV surveillance

5.4.1 Certain student housing properties managed by The Mark may be subject to (exte-
rior) CCTV surveillance, i.e. CCTV monitoring of the property. The purpose of
CCTV surveillance is a general desire to prevent crime as well as to provide reas-
surance to tenants in The Mark's student housing. In addition, the purpose is to be
able to provide image evidence to the police if a situation requires it.

5.4.2 Signs indicating placement of CCTV surveillance have been put up. Tenants in
properties that use CCTV surveillance are also informed about this in writing.

5.4.3 The subsequent processing of the Personal Data collected as part of the CCTV
surveillance is subject to a principle of proportionality. This ensures that CCTV
surveillance is carried out in a way that minimizes integrity violation of the indi-
vidual. Also, consideration is always given to whether the desired purpose can be
achieved by less intrusive means than CCTV surveillance and recording.

5.4.4 Recordings are stored for up to 30 days. If recordings contain in-formation on
criminal offences, they will only be kept briefly for the purpose of police notifica-
tion. Storage is only for the purpose of immediate police notification. The footage
is handed over to the police in connection with the notification and deleted from
The Mark's own systems immediately thereafter — and no later than after 30 days,
unless storage for an extended period is necessary for the processing of a specific
dispute. In this case, The Mark will inform the person or persons to whom the re-
cordings relate.
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5.5 Newsletters
55.1 It is voluntary to sign up for The Mark newsletters. If you sign up for our news-

letters, we will record the contact information you have entered and the choices of
news you want to receive. If you no longer wish to receive newsletters from us,
you can unsubscribe by using the unsubscribe link in the email or by contacting
us at manager@themark.dk.

5.6 Marketing in general

5.6.1 In connection with marketing purposes, the processing of Personal Data is primar-
ily based on GDPR Article 6, (1) point f and section 6 (1) of the Data Protection
Act. We assess from time to time whether it is appropriate to obtain consent, for
example, whether it is appropriate to obtain consent in connection with the use of
imagery for our website, in newsletters, on social media, etc. If the processing of
Personal Data is based on consent, our legal basis in the GDPR is Article 6 (1),
point a, and section 6 (1) under the Data Protection Act.

6 Your rights

6.1 You have certain rights with respect to the Personal Data that The Mark processes
about you. You have the following rights:

A Right to insight is the right to know if your Personal Data is processed and,
if so, the right to obtain a copy of the Personal Data.

B Right to data portability is the right to receive Personal Data about your-
self that you have given to The Mark.

C Right to rectification is the right to correct wrong Personal Data.

D Right of deletion / right to be 'forgotten' is the right to have, with certain
restrictions, your Personal Data deleted without undue delay.

E Right to object is the right to object to our processing of your Personal Da-
ta.

F Right to restrict processing of Personal Data is the right to restrict han-
dling of Personal Data, e.g. if a request for deleting of data cannot be grant-
ed.


mailto:manager@themark.dk
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7 General data processing principles
7.1 Data processing principles
7.1.1 We will process the data subject’s Personal Data lawfully, fairly and in a trans-

parent manner.

7.1.2 Our processing of Personal Data is subject to a purpose limitation, which means
that Personal Data must be collected for explicitly stated and legitimate purposes.
They may not be further treated in a manner incompatible with those purposes.

7.1.3 We process Personal Data based on a principle of data minimization, which means
that it must be sufficient, relevant and limited to what is necessary for the purpos-
es for which it is processed.

7.1.4 Personal Data must be processed based on a principle of accuracy, which means
that it must be correct and, if necessary, up to date.

7.1.5 We process Personal Data based on a retention-limit principle, which means that
Personal Data must be stored in such a way that it is not possible to identify the
data subjects for longer than required for the purposes for which the Personal Da-
ta is processed.

7.1.6 Personal Data must be processed based on a principle of integrity and confidenti-
ality, which means that it must be processed in a way that ensures adequate secu-
rity of the Personal Data, including protection from unauthorized or unlawful pro-
cessing and from accidental loss, destruction or damage, using appropriate tech-
nical or organizational measures.

7.2 Risk analysis
7.2.1 In the course of our case process, we must carry out the technical and organisa-

tional measures to ensure a level of security that fits the risks specifically associ-
ated with our processing of Personal Data.

7.2.2 We have carried out a risk analysis which underlies this Privacy Policy.
7.3 Data protection impact assessments (DP1A)
7.3.1 The GDPR Article 35 requires that if processing, particularly by using new tech-

nologies and taking into account the nature, scope, context and purposes of the
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processing, is likely to result in a high risk to the rights and freedoms of individu-
als, the controller shall, prior to the processing, carry out an assessment of the
impact of the envisaged processing operations on the protection of Personal Data.

7.3.2 The obligation to carry out an impact assessment applies only in exceptional cases
where there is a high risk involved regarding the rights and freedoms of individu-
als.

7.3.3 It is our assessment that we will rarely carry out treatments that meet one of the

above criteria. It must therefore be assumed that the rules on impact assessment
will have a relatively limited scope in relation to our treatment of tenants’ Per-
sonal Data.

7.3.4 If an impact assessment is carried out anyway, the results of the assessment will
be considered when taking appropriate measures

7.4 Data Protection Officer (DPQ)

7.4.1.1 Under the GDPR article 37 the obligation to appoint a Data Protection Officer
requires that the processing of Personal Data is included as a "core activity",
when:

A processing activities are carried out which, by their nature, scope and/or
purpose, require regular and systematic monitoring of data subjects to a
large extent, or

B processing sensitive information to a large extent, or

C processing a large amount of Personal Data relating to criminal convictions
and offences.

7.4.2 It is our assessment that The Mark does not process Personal Data to the above
extent. We have therefore chosen not to appoint a Data Protection Officer.

7.4.3 As a result of the principle of accountability - regardless of the fact that The Mark
is not obliged to appoint a Data Protection Officer - we have appointed a person
in our organization who is responsible for ensuring an adequate level of data pro-

tection in the case of treatment of our tenants’ Personal Data.

7.5 Controller
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7.5.1 Regarding Personal Data about our tenants, we will work independently, includ-
ing independently assess whether there are grounds for collecting/processing Per-
sonal Data, what Personal Data is relevant and necessary, and how long Personal
Data should be stored. In this situation, The Mark will therefore act as a data con-

troller.

7.6 Data Processing Agreements

7.6.1 If we are data controllers and have considered that a data-trading structure is
available with one of our suppliers, a data processing agreement must be drawn
up.

7.6.2 The data processing agreement shall be entered between us (the controller) and

the other party (the data processor) and shall comply with the applicable require-
ments for data process agreements as referred to in Article 28 (3) of the GDPR.
This implies drawing up a contract or other legal document binding on the data
processor. It is also a requirement that the data processing agreement be in writ-
ing, including electronically.

7.6.3 In addition, the GDPR sets several specific requirements for the content of the
data processing agreement. The agreement must include information on the status
and duration of the processing, the nature and objectives of the processing, the
type of Personal Data, categorization of data subjects and our obligations and
rights as controller, as well as the duties of the data processor in relation to per-
forming the task. The requirements are specifically described in GDPR Article 28
(3), points a-h.

7.7 Transfer of Personal Data to third countries

7.7.1 The Mark's treatment of Personal Data will predominantly take place within the
EU.

7.7.2 If it is necessary to transfer Personal Data to a third country or international or-

ganization located outside the EU/EEA, we shall ensure prior to the transfer of
Personal Data to the third country or international organization that the transfer of
Personal Data is carried out in a manner that constitutes sufficient guarantee that
the Personal Data is protected, including in certain cases the use of the EU Com-
mission's standard data protection contract provisions. We will, prior to any such
transfer, assess if the Personal Data is granted a level of protection essentially
equivalent to that guaranteed by the GDPR and the EU Charter of Fundamental

10
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Rights (CFR) — if necessary with additional measures to compensate for lack in
protection of third country legal systems.

7.8 Data processors

7.8.1 In some cases, we use external companies to carry out the technical operation of
The Mark's IT systems, etc. In some cases, these companies act as Data Processor
for The Mark.

7.8.2 The Data Processor acts solely on our instructions and the Data Processor has
taken the necessary technical and organizational security measures against the ac-
cidental or unlawful destruction, loss or deterioration of Personal Data and
against the disclosure of unauthorized persons, misrepresentations or otherwise
being processed in breach of the Law on the Processing of Personal Information.

7.8.3 In certain cases, our Data processors use other data processors to process Personal
Data for which The Mark is the data controller. Other Data Processors may be es-
tablished inside and outside the EU/EEA.

7.9 Other disclosure of Personal Data

7.9.1 Personal Data may also be disclosed to:
. Insurance companies
o Banks

. Credit institutions

) Accountants

. External law firms

Other suppliers

7.10 Profiling
7.10.1 We do not use your Personal Data for profiling.

11
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8 Security measures
8.1.1 We have taken the necessary technical and organizational security measures to

protect your Personal Data from accidental or unlawful destruction, loss or change
and from unauthorized public disclosure, misuse or other conduct in violation of
applicable law.

8.1.2 Access to Personal Data is limited to persons who have a need for access to Per-
sonal Data. Employees who process Personal Data are instructed and trained to
know what to do with Personal Data and how to protect Personal Data.

8.1.3 When documents (papers, filing data, etc.) with Personal Data are thrown out,
shredding or other measures are used to prevent unauthorized persons from ac-
cessing Personal Data.

8.1.4 Passwords are used to access PCs and other electronic devices with Personal Data.
Only the persons who need access will have a code and then only for the systems
that he or she needs to use. Persons with access codes must not leave the code to
others or leave it for other to see. Check-ups on assigned codes will be carried out
at least once every six months.

8.1.5 If Personal Data is stored on a USB-stick, the Personal Data must be protected.
For example, on a USB-stick with a password and encryption. Otherwise, the
USB-stick must be stored in a locked drawer or cabinet. The same applies when
storing Personal Data on other portable data media.

8.1.6 PC’s connected to the Internet have an updated firewall and virus control in-
stalled.
8.1.7 If sensitive Personal Data or Social Security number is sent by email over the

Internet, such emails must be encrypted. If you send Personal Data to us by email,
please be aware that this is not secure if your emails are not encrypted. We advise
you to not send us confidential or sensitive Personal Data by email unless this is
specifically agreed in advance so that we can ensure the necessary level of securi-

ty.

8.1.8 In connection with the repair and service of data equipment containing Personal
Data and when data media is to be sold or discarded, we take the necessary
measures to ensure that the Personal Data cannot come to the attention of unau-
thorised persons. For example, by using declarations of confidence.

12
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8.1.9 When using an external data processer to process Personal Data, a written agree-
ment is signed between us and the data processor. This applies, for example, when
an external document is used or if cloud systems are used in the processing of
Personal Data — including communication with the tenant. Similarly, a written
agreement is always made between us and our tenants if we act as data processors.
The data processing agreements are also available electronically.

8.2 Backup
8.2.1 The Mark takes backup of all data bases and files on shared drives. Backup is

stored on an external server.

8.2.2 All backup data and files are overwritten (deleted) in intervals of 30 days.

9 Retention periods and deletion

9.1 Deletion — When

9.1.1 Upon termination of the contractual relationship with a tenant or supplier, we will

delete the Personal Data from the tenant in question or supplier relationship as
soon as it is no longer necessary to retain the applicable Personal Data. The fact
that we may protect your or our interests through possible liability may involve
the retention of Personal Data for 3 years (or in exceptional circumstances for a
longer period) after the end of our agreement with the tenant or supplier.

9.1.2 However, several other considerations, as well as specific rules, mean that Per-
sonal Data should not always or must not be deleted until a certain period has
elapsed.

9.1.3 The accounting rules mean that Personal Data linked to a payment must be kept

for 5 years + the current calendar year after the end of the financial year. This is
the case regarding information on the payment of rent, including e.g. payment and
refund of deposit.

9.1.4 If Personal Data is obtained based on your consent, we will in principle delete the
Personal Data obtained based on consent immediately after you withdraw your
consent. However, with regard to marketing, we are obliged to keep the documen-
tation, stating that we lawfully asked for your consent, for 2 years from the latest
marketing material sent to you. This also applies to newsletters you have been
signed up for.

13
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9.2 Deletion — How
9.2.1 Deletion of Personal Data means that Personal Data is irrevocably removed from

all storage media on which it has been stored and that Personal Data cannot be re-
stored in any way.

9.2.2 Alternatively, Personal Data can be completely anonymized with the effect that it
can no longer be assigned to a person. In that case, the regulation of Personal Da-
ta does not apply at all and complete anonymization is therefore an alternative to
deletion. However, it is important to bear in mind that anonymization — as an al-
ternative to deletion — pre-supposes the deletion of all traces that may lead to the
person to which the information relates. It is usually a very difficult practice.

9.2.3 After deletion/anonymization, we will carry out appropriate cross-checks in the
form of searches by name, email address, etc. the tenant and the specific case to
ensure that nothing appears.

10 Detailed data processing rules
10.1.1 Anonymization
10.1.2 The Mark may use the anonymization of data from tenants for statistical and re-

search purposes, as well as to improve systems, processes, and products. This
means that results cannot be used to identify specific individuals. Thus, irrevoca-
ble anonymization is carried out so that the data subject can no longer be identi-

fied.
11 Changes to this Privacy Policy
11.1 The Mark may change this Privacy Policy at any time and without notice and with

future effect. In the event of such changes, our users are informed
onwww.themark.dk. Our new privacy policy will apply hereafter when using The

Mark’s website and with respect to the Mark’s services in general.

12 Contact information

12.1 If you have any questions about this Privacy Policy, our processing of Personal
Data, rectification or your relationship with us in any other way, you may contact

14


http://www.themark.dk/

13

13.1

LUND
ELMER
SANDAGER

us at the following email address: manager@themark.dk and via our website
www.themark.dk.

Data Protection Agency

You can complain to the Danish Data Protection Agency (in Danish: “Datatil-
synet”) regarding The Mark's processing of your Personal Data:

Datatilsynet
Carl Jacobsens Vej 35
DK-2500 Valby

Tel: 33193200
E-mail: dt@datatilsynet.dk
www.datatilsynet.dk

15
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